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‘Identifiability spectrum’ by Understanding Patient Data is licensed under CC BY.

Identifiable                 De-identified              Anonymous

@AryellyR



@AUKCAR

aukcar.ac.uk

@AryellyR

Do we know if these 
datasets pose a 
privacy risk for 
participants? 
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@AryellyRHow anonymisation should be done?
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Most common method

End of Trial data

Is risk* 
acceptable?

De-identification
Anonymise 

or/and 
Pseudonymise

Release data 
under controlled 

access

Yes

No
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But what are those 
risks, and how do we 

assess them?

@AryellyR

Is risk* 
acceptable?

Yes

No
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Hrynaszkiewicz et al. 28 items of personal and clinical 
information (UK and Europe) 

Indirect Identifier –
Carefully check

Direct Identifier -
Remove

Datasets Variables Assessment @AryellyR

•Sex 
•Place of birth 
•Occupation
•Place of work 
•Ethnicity

•Name
• Initials 
•Date of birth 



@AUKCAR

aukcar.ac.uk

Re-identification 
risks scores
Calculation
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3 indirect identifiers

SexAgeRace
FemaleMale

2895>=18 and 
<70 yearsWhite

137233>+70

419>=18 and 
<70 yearsOther

813>+70

ValueDescription

537All Patients

8All unique groups

25% Maximum Risk

7% Average Risk

1Groups above 20%

4People on groups above 20%

0.7%Above 20% Threshold Risk

Prosecutor Scenario - Example
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Re-identification risks scores – Results 

86 datasets 
requested 

(17 
repositories)

49 Controlled 
Access

37 Open 
Access

41 Received
5 rejections

2 do not exist
1 repeated

35 Received
2 lapsed

70 Analysed
4 no RCTs

2 summary cluster data

76 
Datasets

39 Controlled / 31 Open
300K participants
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MaxMinMedianMean 

>25000>103554404No. of participants

>20000>9237968No. of variables

>8044.2No. of indirect identifiers

100%0%100%79%Above 20% Threshold Risk

100%0%100%91%Maximum Risk

100%0%95%74%Average Risk

Re-identification risks scores – Results – All 70 Datasets
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• Re-identification risk scores: 

oFeasible and high in magnitude

oNot affected by type access 

oDo not describe the actual risk

oCould help inform the data sharing 
process
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Is this going to help 
someone, or is it 
already in use? 
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UK researchers’ views 
regarding their experiences 

with anonymisation

Online Survey
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Image by redgreystock on Freepik.com
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29% knew about re-
identification risk 

scores, but they did 
not use them

There are 
gaps in 

guidance and 
training

Data sharing 
consumes a 

lot of 
resources
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Thank you!
Any questions?
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